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PURPOSE
The purpose of this policy is to provide guidance to the employees of the Insert Agency Name Here for completing identity crime reports, investigating identity crimes, and preparing cases for identity crime prosecution.
POLICY
Identity crime is the fastest growing and most serious economic crime in the United States.  Although identity crime presents unique challenges, law enforcement agencies have an ethical and professional obligation to assist identity crime victims and bring criminals to justice.  This law enforcement agency shall take the following measures to respond to identity crime: 1) record criminal complaints; 2) provide victims with necessary information to help restore their pre-crime status; 3) provide victims with copies of reports as required by federal law; 4) work with other federal, state, and local law enforcement and reporting agencies as well as financial institutions to solve identity crime cases; 5) seek opportunities to increase community awareness and prevention of identity crimes; and 6) provide identity crime training to officers.

I. DEFINITIONS

A. Identity Crime: The fraudulent use of another person’s identifying information—such as credit card, social security, or driver’s license numbers—with the intent to facilitate other criminal activities or to obtain credit, goods, or services without the victim’s consent.  No financial loss is necessary.

B. Identity Theft Report: A police report that contains specific details of an identity crime is considered an identity theft report under section 605B of the Fair Credit Reporting Act (FCRA). 

II. LEGAL PROHIBITIONS
A. Federal:
1. Identity Theft and Assumption Deterrence Act of 1998: Identity Crime is punishable under federal law “when any person knowingly transfers or uses, without lawful authority, a means of identification of another person with the intent to commit, or to aid or abet, any unlawful activity that constitutes a felony under any applicable state or local law.”

2. Fair and Accurate Credit Transactions Act (FACT Act or FACTA) of 2003: Establishes requirements for consumer reporting agencies, creditors, and others to help remedy damages resulting from identity crimes.  The FACT Act requires local law enforcement agencies to provide police reports to victims of identity theft.  The FACT Act entitles consumers to obtain free credit reports once a year from each of the three credit reporting agencies.

3. Identity Theft Penalty Enhancement Act of 2004: Amends the Federal criminal code to establish penalties for a new crime: “aggravated identity theft”.

B. State:
1. Identity Crime is punishable under New Jersey state law N.J.S.A. 2C:21-17 to 2C:21-17.6.
III. PROCEDURES

A. Taking and Completing the Identity Crime Report - An identity crime report entitles an identity crime victim to certain important protections that will help the victim eliminate fraudulent debt and restore their credit to pre-crime status.  Identity crime reports should be completed in person with the victim.  Recording all relevant information and data in such reports is essential to further investigation.  Therefore, officers and/or supervisors should:
1. Obtain or verify identifying information of the victim including: date of birth, social security number, driver’s license number, other photo identification, current and prior addresses, telephone numbers, and e-mail addresses.

2. Document the nature of the identity crime committed in the victim’s name (i.e. when and how the crime was discovered, documents or information used in the crime, the manner in which the victim’s identifying information was obtained, the financial institutions or related companies involved, etc.)

3. Determine what types of personal identifying information may have been used (i.e. social security number, driver’s license number, birth certificate, credit card numbers, etc.) and whether any of these have been lost, stolen, or potentially misappropriated.

4. Determine whether the victim authorized anyone to use his or her name or personal information. 

5. Determine whether the victim has knowledge or belief that specific person(s) have used his or her identity to commit fraud or other crimes.  If so, obtain information about the suspected person(s).

6. Determine whether the victim is willing to assist in the prosecution of the suspects identified in the crime.

7. Determine if the victim has filed a report of the crime with other law enforcement agencies and whether such agency provided the victim with a report number.

8. Determine if the victim has any additional documentation to support his or her claim or facilitate the investigation.  

9. Provide the victim a copy of the completed identity crime report or the report number.

10. Forward the report through the chain of command to appropriate investigative officers and immediately to intelligence agencies (Fusion Centers, ICE, JTTF, etc.) and federal agencies, if it appears to have national security implications.  To avoid investigating a fraudulent identity crime complaint, local law enforcement agencies should conduct due diligence in their completion of identity crime reports.  Otherwise, unless and until it develops that the complaint is fraudulent; identity crime complaints should be aggressively and fully investigated.

B. Assisting the Victim after the Identity Crime Report is completed.
1. Officers taking identity crime reports should take steps reasonably possible to help victims return to their pre-crime status.  This includes providing victims with the following suggestions where appropriate:  

a. Briefly describe the process that occurs after an identity crime report is completed (for example, the identity crime report will be assigned to an investigative officer, that officer will review the report and contact the victim with any follow-up questions or to conduct a detailed interview with the victim, the investigative officer will begin to gather evidence, etc.) 
b. Provide the victim with contact information for a point of contact for his or her case. If possible, the point of contact should be the officer who completed the identity crime report or the assigned investigative officer. Advise the victim that he or she should allow 30 days before checking on the status of the investigation.

c. Provide the victim with the checklist in Addendum A.

d. Inform the victim of other available resources to help with recovery.

C. Investigating Identity Crime - Investigation of identity crime shall include, but not be limited to, the following actions where appropriate:

1. Interview the victim:

a. Review the identity crime report and conduct any follow-up inquiry of the victim for clarification or expansion of information. 

b. Ask the victim to obtain a free credit report at www.ftc.gov/freereports, identify any fraudulent accounts on his or her credit report, and contact creditors to close those fraudulent accounts. 

c. Ask the victim if he or she knows any addresses associated with any of the fraudulent accounts. This may help determine the jurisdiction where the suspect lives.

d. Ask the victim to provide a list of the creditors/merchants where the suspect has opened accounts in the victim’s name.

e. Ask the victim if he or she has been a victim of theft (breaking & entering, larceny, auto theft, etc.) where their personal information may have been compromised or if the victim knows where his or her identity may have been compromised.

f. Suggest that the victim keep a log of his or her contacts with creditors/collection agencies to include the times and dates of the contact and purpose of the call.

g. Recommend the victim maintain contact with this agency and provide information obtained from credit checks related to additional crimes to that agency.

2. Contact the creditors/merchants/banks that have the fraudulent accounts:

a. Determine how the accounts were opened. If the account was opened through the internet, is there an IP address available? If the account was opened over telephone, did the financial institution capture the telephone number which was used to open the account? If the account was opened in person, identify the witness who opened the account for the suspect or the witness who conducted the transaction.

b. Request relevant information from the involved financial institutions (e.g. customer record, signature card, transaction history, application, any videos or photos, etc.)

c. Obtain statements from witnesses regarding the transaction and the suspect.

3. Gather additional information:

a. Contact other involved or potentially involved law enforcement agencies for collaboration to avoid duplication. These include any state and/or local enforcement agency with which the victim has filed a crime report or where there is an indication that the identity crime took place.

b. Contact the Federal Trade Commission (FTC) Consumer Sentinel law enforcement network and search the database for investigative leads.
c. Search the FTC Clearinghouse for other reported complaints that may be related to the case and contact other agencies in the area to determine if there have been similar crimes reported and possibly connected.

d. Determine the extent of compromise to the victim’s identity.

i. Determine motive.

ii. Conduct surveillance, photo lineups, interviews, computer forensics.

iii. Run a criminal history and background check on the suspect, once a suspect is identified.

e. Use available databases to locate additional information or to tie the suspect to the victim.

f. Obtain search warrants (financial and residential), telephone records, and handwriting samples from the suspect.

g. If an IP address was obtained and used in the investigation, get a court order for the subscriber information.

4. Utilize investigative tools available on the internet.  For example,

a. www.einformation.usss.gov
b. wwww.ftc.gov

c. wwww.idsafety.org

d. wwww.gethuman.com

e. wwww.rocic.com/links.htm

f. wwww.search.org/programs/hightech/isp

g. wwww.onguardonline.gov

h. www.accurint.com
i. www.atxp.com
j. www.nationalnanpa.com/index.html
k. www.blackbookonline.info/

5. It will be the responsibility of the investigating officer to help coordinate the investigation with other agencies; these include both private and governmental. 
a. The investigating officer will maintain routine contact with all other agencies involved in the investigation.

b. All information developed by this agency will be shared with the other agencies.

c. The focus of the cooperation is a rapid investigation, with the quick identification of suspect or suspects, developing probable cause for an arrest, and the subsequent building of a case for prosecution, with a level of proof required for a conviction.

IV. COMMUNITY AWARENESS AND PREVENTION

A. Where reasonable and appropriate, officers shall provide the public with information on the nature and prevention of identity crime. This law enforcement agency shall develop and maintain a community awareness program to fully educate the public on identity crime prevention and the steps to take if identity crime does occur.

V. IDENTITY CRIME TRAINING

A. This law enforcement agency shall develop and maintain an identity crime training program for its officers. There are several online identity crime training materials and resources available (e.g. www.idsafety.org). In addition, this law enforcement agency requires formal identity crime training through a certified course offered by the police officers standards training council and/or through courses developed by the IACP.

IDENTITY CRIME VICTIM’S NOTIFICATIONS
Addendum A
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Advise the victim to keep a log of all conversations related to the crime and keep all correspondences related to the crime. This can be used as part of the victim impact statement during any subsequent court proceeding. 


Give the victim an Identity Crime Recovery Toolkit (www.idsafety.org) and advise them to visit www.idsafety.org for additional victim-related identity crime information.


Advise the victim to cancel any fraudulent of compromised accounts. The victim must immediately close and dispute any unauthorized accounts whether those are credit card or charge accounts. The Federal Trade Commission (FTC) developed an “ID Theft Affidavit” that is accepted by many banks, creditors, other businesses and the credit bureaus. Direct the victim to www.consumer.gov/idtheft/ for a copy.


Advise the victim to place a fraud alert on his or her credit report. The victim should contact one of the three credit bureaus to report the crime and place a fraud alert on his or her credit report: Equifax (800) 525-6285, www.equifax.com; Experian (888) 397-3742, www.experian.com; or TransUnion (800) 680-7289, www.transunion.com. Explain to the victim that once he or she places a fraud alert, he or she is entitled to free copies of his or her credit report. 



Advise the victim to visit the FTC’s website and complete the FTC consumer complaint form at www.consumer.gov/idtheft/. Explain that the FTC is responsible for receiving and processing complaints from people who believe they may be victims of identity crime. The FTC provides informational materials to people impacted by identity crime and refers complaints to appropriate entities, including the major credit reporting agencies and law enforcement. Advise the victim to contact the FTC’s Identity Theft Hotline at 1-877-IDTHEFT (1-877-438-4338) to receive telephone counseling from specially trained personnel to help them resolve credit-related problems that may result from the misuse of their identities. If the crime involves regular mail services, recommend that the victim contact the U.S. Postal Inspection Service at:

    https://postalinspectors.uspis.gov/forms/MailFraudComplaint.aspx
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